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 Therac-25 Incident (1985-1987)
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https://dl.acm.org/doi/10.1145/1346281.1346323
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357 1

vold T 1() A spin lock(&A); stm++: spin unlecki&A): }
void T_2() { spin_lock(&B); sum++; spin_unlock(&B); 1}

oy (ol k2

void T_1() { spin_Llock(&A); sum++; spin_unlock(&A); }
void T_2() { sum++; }
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Ihread 1z

i GEhd —> proc anfo)s e v o i -~ B

{ __2thd -> proc_info = NULL;
fputs(thd => proc_info,~z);------

\ .

Thread 2:

_____ - Buggy Interleaving

Mcheck->operationEB{F &N iz R F1, S0 THEFHAERILEZE
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Thread 1:

int ReadWriteProc (..) Thread 2:

{ void DoneWaiting(..)
1

PEReadAsynclepl; = -
S1:10_pending = TRUE; ‘\\\\\\\\\gu

o S S2: 10_pending = FALSE;

while(io_pending){..}; :

—
— —
- — — — — —

> Correct Order  S2 is assumed to be after S1, If S2
- --—-> Buggy Order executes before S1, thread 1 will hang

checkingHsettingfyliiF =FE— 1A EIZMAE FES 7 HFMNIRE
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When two trains approach each other at a crossing, both shall come to a full stop and neither shall start up again until the other has gone.
—Kansas state law, early 1900s
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Self-deadlock (A-AFYZESi)
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- AMELRAANERUEREZILABE  void foo(){

lock()
oo l]):
- ZEXRENEH : unlock();
floa ()
- FRERIIEHR
o RRFZE: xvePfHEINYEREIE void acquire(struct spinlock *1k){
O ZIf

if(holding(1k))
panic(“acquire”);
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» —/ N R Z=2 5|5 2 ABBA-BIZEHi(mutually recursive locking): %212 %
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» EZFRHFEOBIE —H R XEEIFIIE I
void T1(){ void T2(){
lock (&A); lock(&B) ;
lock(&B) ; lock (&A);
dosomething() ; dosomething() ;
unlock(&B) ; unlock(&A):;
unlock(&A); unlock(&B);
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void T10)d |
lock(&A); - TZ({éck(&A)'
lock(&B) ; lock(&B):
while (need-to-wait) ‘i nal(&év)'
wait(&cv, &B); un%ock(&B)"
unlock(&B); unlock(&A):
unlock(&A); 1 '

while(need-to-wait) {unlock(&A); wait(&cv, &B); }
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e ZEHIAIO T INEZ {4 (by Coffman et al. 1971):

> Mutual-exclusion — PAEENE RS G K

- BRI EIREBIR (Bounded resources) , BIgEmlR HEMZIZZNEIR

\

- =H7X, Bounded resourcesth B]AFB N Z T REIM“BE KR "HIRIR

» Hold and wait — I BE T ABEAFGTEZSHRE

> No-preemption — AAIEZER‘C"AIAFENZIR, RBEFHFEHIATINEN

» Circular wait condition — FEL1EIAF 1S4



https://dl.acm.org/doi/10.1145/356586.356588
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Waiting for
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"Waiting for
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> BN REMERBEREERMNERND (BEXE) BEZE(Ostrich Algorithm).
o MiRkiEEGRILHI&E
* Prevention, by structurally negating one of the four required conditions.

 Dynamic avoidance by careful resource allocation.
o FMFHVRE

> Let deadlocks occur, detect them, and take action.
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void AtomicIncrement(int *value, int amount) {

do 1 s o AN
int old = *value; TR TE
} while (CompareAndSwap(value, old, old + amount) == 0);

}
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lock(prevention);

o B FHFEIIEIA lock(L1):
lock(L2);
> E/Aﬁ‘é—}ﬁ"\’%é—éﬂﬁﬁﬁ%ﬁ, %/AH/A%&Z?%}?EHX lljallock(prevention);

- AL, AAXFEZEZERIIMAEFTEMED, MREEEARAR
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void philosopher(int
while(1){
think():
while(1)4

o)t

P(forks [left(i)]):
int ret = tryPlforks|right(1)])"

if (ret)l—_ Q)]

Vforks lllefitl 100
sleep(randomtime);

JrandomBVEERRHT (B 2FA 1k

telsed
break;
s
i X B (E
eat();

V(forks[left(l)])
V(forks[right(i)]

\

L EI T BRI BRRIR L, XFES T %I

);

SIEE By’ JoiA1TH, WENFEHT (livelock)
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> sqHlfEBIE BRI IREBAENINE 3 (Lock ordering)

- LEdl, REHIERFFRIIUEHITRSHF

void do_something(mutex t *ml, mutex t *xm2) {
1f ml = m2). o
pthread_mutex_lock(ml);
pthread_mutex_lock(m2);
} else {
pthread_mutex_lock(m2);
pthread_mutex_lock(ml);

}
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Some application of DFS
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Topological Sort

 Topological sort is impossible if the graph contains a cycle.

* A given graph may have multiple different valid topological ordering.

How to generate a topological ordering?

Undershorts g 4 Pants g

Undershorts Pants gm 4 Shoes

Jacket

W SaEmis T2

N \\xg 55/100(@‘ ﬂnmfﬁgmt Software and Engineering
UT

Topological Sort

* A topological sort of a DAG G is a linear ordering of its vertices such that if G
contains an edge (u, v) then u appears before v in the ordering.

« E(G) defines a partial order over V(G), a topological sort gives a total order
over V(G) satisfying E(G)

f

Undershorts

Undershorts e 2 Pants g

A topological ordering arranges the vertices along a horizontal line so that all
edges go “from left to right”.
Jacket

¥ Seems TR

>
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Topological Sort

» Atopological sort of a DAG G is a linear ordering of its vertices such that if G contains
an edge (u, v) then u appears before v in the ordering.

4—
* Q:|Does every DAG has a topological ordering? J

. Q:(I—Tow to tell if a directed graph is acyclicﬂﬁ?acyclic, how to do topological sort?

1

Lemma 1 Directed graph G is acyclic iff a DFS of G yields no back edges

Lemma 2 If we do a DFS in DAG G, then u.f > v.f for every edge (u,v) in G

4

Theorem Decreasing order of finish times of DFS on DAG gives a topological ordering

{

Corollary Every DAG has a topological ordering
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> [E30: Linux Kernel: mm/rmap.c
/

Lock ordering in mm:

inode—>i_rwsem (while writing or truncating, not reading or faulting)
mm—>mmap_ lock
mapping—>invalidate_lock (in filemap_fault)
page—>flags PG_locked (lock_page)
hugetlbfs_i_mmap_rwsem_key (in huge_pmd_share, see hugetlbfs below)
vima_start _write
mapping—>1_mmap_rwsem
anon_vma—>rwsem
mm—>page_table_lock or pte_lock
swap_lock (in swap_duplicate, swap_info_get)
mmlist lock (in mmput, drain_mmlist and others)
mapping—>private_lock (in block_dirty_folio)
folio_lock_memcg move_lock (in block _dirty folio)
i_pages lock (widely used)

Lruvec—>1ru_lock (in folio_lruvec_lock _irq)
inode—>i_lock (in set_page_dirty's _ mark_inode_dirty)
bdi.wb—>1list lock (in set_page_dirty's __ _mark_inode_dirty)

sb_lock (within inode_lock in fs/fs-writeback.c)
i_pages lock (widely used, in set page_dirty,
in arch—-dependent flush_dcache_mmap_lock,
within bdi.wb—>1list_lock in __sync_single_inode)

HH KKK KKK KKEKEHRHXKXKKXKNKXK,KNKRKHN


https://elixir.bootlin.com/linux/latest/source/mm/rmap.c
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o ZAMEBN{ERlock ordering{EAE ERIRE

r-?

you will never get this kind of deadlock.

. when | create a new lock, | do not understand enough of the kernel to figure out
where in the 5000 lock hierarchy it will fit.

The best locks are encapsulated: they never get exposed in headers, and are never held
around calls to nontrivial functions outside the same file. You can read through this code

and see that it will never deadlock, because it never tries to grab another lock while it has
that one. People using your code do not even need to know you are using a lock.

-

Unreliable Guide to Locking: Textbooks will tell you that if you always lock in the same order,



https://www.kernel.org/doc/html/latest/kernel-hacking/locking.html
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in iR m=
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REBEXTTK, BaR
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RITRB A=A

AT, XEER TR
- B RREAIE B A BRIEN
- REMERRHET
- BRERBATH

- RIRANAIEES TN (ZiZrI LB SR FTT A RY )



Yo BERHSTIR¥R “|

FEEITN AR 1 Eftt g ENE!

s ZBINABERZSASZAHYEHNEREBERAZICE"
s BA—TINEMZ, LMMREIE, AEFA QN FFE

o ABARXTH RO UMM RGT LI 7 B!

> SEBIR AT ZTEEZR—TF TN, —TEIENTHEFSENRANSIN—T
AT AR, MMPABEEIZETTEITH

> &L, 2O i A1
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Topological Sort Topological Sort

School g

Lemma 1 Directed graph G is acyclic iff a DFS of G yields no edges Lemma 1 Directed graph G is acyclic iff a DFS of G yields no edges

» Proof of [=—>] (Directed graph G is acyclic = a DFS of G yields no edges) » Proof of [<=] (Directed graph G is acyclic <= a DFS of G yields no edges)

» For the sake of contradiction, assume DFS vyields back edge (i, V). For the sake of contradiction, assume G contains a cycle C. first discovered

Let v be the first node to be discovered in C. :

» So v is ancestor of u in DFS forest, meaning there’s a path from vto u in G.

» But together with edge (u, v) this creates a cycle. Contradiction! By the White-path theorem, « Is a descendant of v In DFS forest.

But then when processing u, («, v) becomes a back edge!
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a1 SP RS Uidl

o —PNEINEKRAISEI(lockdephIEiERIE):

> FRBiacquire/releaseficE tid A lock name, S SHEDINEOE
G(V,E), HAssertizE;%EIf

- Vi ABIERINRATF

- £ 8174 AR EDuZ EBETIRERLEDY, MIIAZL(u, v)

- BINRBF e DAAEMNSRIE—SfE (el AR BifERNXET, Xa—M
EAL, BEREEERI—NMTEmalloc A~ EIRYEL, fHaH, TME)
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MRZ—RNERFZRBEZ T HRIREE? 2RI EA BN FE

Waiting for -~ Thread 0O
Thread 0 N Owned by
Owned by .. Waiting for g
Resource X
K
Resource X Resource Y
N Resource Y
N\/ned oYY A
Waiting for Owned by Thread 1 :
Thread 1 Waiting for
Ownedby @~

Thread 2
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FEBIRI BN

« 1ATE: FREXIENIIEERENEEC. RE&KIENSFIEBEIESRIENEE
R. URAGRHRBEEHO=E

'%zﬁ'J*'ﬁ"ﬂE i ° j:r‘-l /E\y\':j{*[l Zﬁﬁ%ﬁ?ﬁ%kkl 77:\;!5117{5/] /t_,\lll--ll—}Z

BREREERC FRER SRR - REFAIUHRBRNLTE, SBRESERAHDR, A5
BUEFAEZR (QEEFHRE)

- FES FRSE, BIIFTELRNER RS

> BN ZE LI FED
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T AR

o TARNEDH

> BE—IXIASHL (B2F) RTHEEEr (EEalH&log. covering lines.

memory access. execution time. lock acquires/releases...)

- SRXMICRETFEMIMNIGITAER (EEaENT)

- ?S“?I‘)TEIJMETEL SRR DIRE(7) : 7 — {0,1}, OXRK/LMa)ER
ZNE (EEd%Bbug) , 1IUERXOIEBNER N (EEWBbug) , S
ETLXE BZ0jgE, AXMMEESIEX

1
IS

!

vl

b, REAEX TTARER. (TAaRHER, AMEXIMEXEEBITRNTERMTARBR, MEEMRMN LR
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AddressSanitizer: IEERZiHE]

e BlU%miFss BB ATIREFHEHXHME (LS8R EREN, i oi—E A~
o] EfAEFE (E) , —BipnRXEERENANEF, MAEHSE ) , X
FSIERIERIME, rI AN Z0Buffer (heap/stack/global) overflow, use-after-free,
use-after-return, double-free, ...;

int maint) {

char helloll = "Hello, world!':
char goodbyel[] = "Goodbye, world!";
char bufrfi3]:

#include <stdio.h>
#include <string.h>

void mystrcpy(char *xdest, const char xsrc) {
while (xsrc) {

xdest = *src; mystrcpy(buf, hello);

gfiiiT; printf("ss\n", buf);
; . printf("°S\n", goodbye)
\ return 0;

IR 4RIFEIN -fsanitize=address
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ThreadSanitizer: IZ1TR RSN

O] ol 7 S SR AF (EHE = ) - N tzEEAIE—RNEF, BEDE—TES
> BT XPTENX, MEEsnSHIMIN LB SN

» XEZER, FNEZIEESZNMEREN (IEFthread idBIF]) , E—REF
CERZMREN (REFEMMN) , 2D—TEEEB8ZMERE (load
Flstoreig%)

- EREBE, 4R
L EBRME— M REEE: HAREE?

happens-beforex 3 |
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ThreadSanitizer: IZ1TR RSN

« ThreadSanitizere] LANERH

P

Jdlin

= {432 happens-before x A&

LIS

> BRI FEMR I SE£

- X: mutex_lock(A); load(x); mutex_unlock(A);

X<yvVy<x
- y: mutex_lock(A); store(x); mutex_unlock(A);

> EEANXS Fwaitflsignal B EERI A& BINE

s — T RANZBHERE

= {Fhappens-beforef 5 7% :

» Lamport's Vector Clock: Time, clocks, and the ordering of events in a distributed system

s MNFEREEADEZIZEZEVDE—TEENNE, BERBLENMELRNXER, EE—FE
ENZSEGE!

iKIX R iZ %I -fsanitize=thread


https://dl.acm.org/doi/10.1145/359545.359563
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Sanitizers: MR ERFERFAVFZIETHE

» AddressSanitizer (asan): IE;EARNTF1510]

» Linux Kernel X&1k&#i+ KASAN

e ThreadSanitizer (tsan): #iE= %

» Kernel Concurrency Sanitizer: Concurrency bugs should fear the big bad data-
race detector

» MemorySanitizer (ZR#J8 1t HY1EZEY)

« UBSanitizer (undefined behaviorfIZ&Um 1. XWRESF . ‘mOF—R5O)), ...



https://clang.llvm.org/docs/AddressSanitizer.html
https://www.kernel.org/doc/html/latest/dev-tools/kasan.html
https://clang.llvm.org/docs/UndefinedBehaviorSanitizer.html
https://lwn.net/Articles/816850/
https://lwn.net/Articles/816850/
https://clang.llvm.org/docs/MemorySanitizer.html
https://clang.llvm.org/docs/UndefinedBehaviorSanitizer.html
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{ERBChRSEE]

o WFEEFMLIIRIERSRIR1ZER
> B AYSanitizer

> IRMESCINFuUll Sanitizer (F AP URENEYZET A IRYSLIREZRER /=B )

» BRJBAZG I —ERECAVRRZA, REE(R)SEIQRYSREEEL
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o Canary: “4ff44%” NFEIT, FIIZE memory error

> tbdlstack guard

#define MAGIC @x55555555
#define BOTTOM (STK SZ / sizeof(u32) - 1)
etbuct stack 1 char datalSTK.SZ]: ):

void canary_init(struct stack *s) {
32 kptr =2 (32 k)s:
for (int 1 = QL 1 < CANARY SZ: i++)
ptriBOTTOM: —cili=perlal — MAGLC:
fy
void canary_check(struct stack *s) {
32 kptr = (U332 %)s;
fiop (int 3 = 01 9 < CANARY S7: a1 ) o
panic_on(ptr[BOTTOM - i] != MAGIC, "underflow");
panic on{ptrlil !'= MAGIC, “overflow"):
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o Canary: “4ff44%” NFEIT, FIIZE memory error

> FEdbuffer overflow

int fool) |
// —EBEERNTF; VT ESZEEFNREHLEZ A
u32 canary = SOME_VALUE;
on [/ SEPRERZX
canary ~= SOME_VALUE; // URERHNEHHE
// canary FARAFT

assert(canary == 0);
feturn ret:
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{KEchRlockdep

o Zi1T=RIHY spin count

s NMREBIETBEALIEFEHIZVE (e.g., 100,000,000) #iiks

> SRR TIRFREFLHNER

LB SPILRCERnE =0
while ‘(xehg{&lk,. X) == X) {
i1 Lspin cntes o SPIN LIMIG) 4 . o
. panic("Spin limit exceeded @ %s:%d\n", :
f OFILE o CEINE ) 5

% .
= .
p .
. "

-----------------------------------------------------------------------------------------------------------------------------------------
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

Y
.
«
Y
»

fid &debugging T B RIS BT = ##HTIEY, AR BIREEZEIN AT G
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{KBidkk AddressSanitizer

« RNz HECE3EY specification

> EXERNES =1, )V ll,r)U... ¥ 4 99 B (R FT BERR PRI A

specification

> kalloc(s)iREIM[I, r)haumElLr) NS =&

Tor (int 1= 0> {(§ 1) % sigeof(U32) == size: jii] 4
panic_on(((u32 x)ptr)[i] == MAGIC, "double-allocation");
arrlil = MAGIC;

for (aink 1 = 0= (1 o+ d) y i ciregRl32) == glloc 's1ize(ptr)s 1+E] |
panic on( C(u32 xiptrilil == 0, "double-firee'!):
arrlil — 0:
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I ﬂ:EEE H& ThreadSanitizer

° %IL:\/J\ AN __'H_/AJIZI 7I< .

» GREMEE—1THEZEREAZR R, BIEA (8] gEM iz A

- BEXTEIE—RRRENN, FAESKNEEXRIR 7

- 1% BUEIBRIBREIEE, MARTFURANELEN RTREME, BEnSET S0
HK)

» Effective data-race detection for the Kernel (OSDI’10)

Lt observel = x;

delay();

LNt observeli = x:
assert(observel == observe2):


https://www.usenix.org/legacy/events/osdi10/tech/full_papers/Erickson.pdf
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{RBCAREVE X

o BT 1IERIEMIzITHspecification, BN _EIIEETSE HahSoa A AR
WFZE 1z 1TIN A I B A X T specification

. {BARRINE—5eEMspecificationid FERHEFHFAY (LLAHAINE
&, AN EEIRER)

o {BULASTANRBETZ MIX 1 full specificationtE i —LE 551t BYspecification, AMMEMNN
AL —LESanitizer, ARABMERRERIGERIIAS, BEXfRFEBERIFAIRN
R

> [Eal:{fRgEss 1 B1FIR B ¥ RIfull specification5?
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> 0] BUBE sh7& 70 Al
» ARHEMbugsth A —LEIFRE SLRRDIS D MTEAR KA

» ZFhSanitizer
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